
Automating Pipette Compliance
Improve Traceability and Data Integrity

Labs often use paper documentation and 
digital spreadsheets to track pipette inventory 
and record calibration data. Both methods can 
be time-consuming and vulnerable to errors. 
Mislabeled instruments, misread numbers, and 
mistakes in manual data entry can be difficult 
to spot. They can also significantly impact 
projects, especially for organizations managing 
hundreds or thousands of pipettes across 
multiple labs or sites.

Regulated organizations can benefit from 
automating asset management practices to 
simplify and streamline pipette traceability in 
the lab. Ideally, the automated solution should 
follow guidelines outlined by FDA (CFR Title 
21) “Part 11, Electronic Records: Electronic 
Signatures – Scope and Application Guidance 
for Industry, (21 CFR Part 11), (Docket Number 
FDA-2003-D-0143).” Following this guidance 
will facilitate an organization’s compliance with 
part 11 requirements while maintaining data 
integrity and reliability. 

FDA 21 CFR Part 11 and Pipette Management 
Organizations that are regulated by FDA 
oversight, supply raw materials or components, 
or contracted to perform work for regulated 
companies in the United States must produce 
and maintain records. Under 21 CFR Part 11 
digital and electronic records meeting the 
following requirements are permitted: 

Intent
Part 11 describes the requirements for an 
electronic system that can readily produce 
documented evidence of individual equipment 
compliance, including liquid handling 
equipment such as pipettes. The equipment 
and method used must have a proven 
capacity to retain and produce required 
information in the form prescribed, maintain 
an unquestionable record of the sequence of 
events in the life of each pipette through an 
uncompromised audit trail, provide copies of 
reports and records upon request, and maintain 
all data in a manner that makes it ready for 
retrieval throughout the prescribed retention 

Regulated environments are subject to several Food & Drug Administration (FDA) 
regulations. Whether it is Good Laboratory Practice (GLP), Good Manufacturing 
Practice (GMP), Good Clinical Practice (GCP), or Good Automated Manufacturing 
Practice Regulations (GAMP), all regulated entities must be able to demonstrate 
their compliance through traceability and data integrity. Requirements for compliance 
include the performance and documentation of regularly scheduled service 
maintenance, calibration, and training on equipment used in the laboratory workflow. 
This can be challenging because most of the process remains manual. 
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period. Labs can meet these requirements in several ways, but the chosen method must provide an 
audit trail that provides proof of data integrity.

Tracking Pipette Inventory 
Tracking pipettes manually with spreadsheets can be tedious and error-prone. First, each pipette 
must be logged into the system by its serial number or through the use of a unique identifier. Then, 
each time the pipette is serviced or calibrated, that data must be entered into the record to produce 
the associated documentation. The time required to track and record events related to hundreds or 
thousands of pipettes in the lab or across sites is costly. 

Once service is performed, calibration certificates and documentation for each pipette must be filed in 
an accessible format. And, the format must make it evident that the records are authentic. A reliable 
automated solution that minimizes the amount of time required to maintain the system is ideal. With 
an automated asset management system, documents or other reports may be exported for integration 
with other laboratory information management systems to minimize manual entry errors. 

Audit Trail
The purpose of the audit trail is to provide evidence that any changes to the time or sequence of 
events in the record have not been altered to obscure previous entries. An audit trail is essential to 
compliance with part 11 and must be computer-generated and time-stamped, per § 11.10 (e), (k)(2). 
It must also meet any corresponding requirement in §11.30. Also, 21 CFR Part 11 specifies that “the 
integrity of regulated records must be above question when created, modified, or deleted as part of 
normal operations.” If there is a question about the historical data for a pipette, it will be especially 
important to demonstrate the record’s integrity. Any information entered into the record must be part of 
the audit trail. 

It is impossible to generate pipette-specific reports without a serial number or unique identifier for 
each pipette. Because of this, individual pipettes must have a dedicated record. The unique identifier 
is also critical to creating a computer-generated, time-stamped record of the life and activity of each 
pipette. Whether a lab uses a spreadsheet or a dedicated pipette asset management system to house 
this information, the use of a unique identifier for each pipette is fundamental to the integrity of the 
data. 

Identifying pipettes in ways that minimize or eliminate manual entry is also preferred because they 
reduce the likelihood of input errors (e.g., affixing asset labels, barcode laser markings or embedding 
RFID tags in the pipette). These identification methods allow the pipettes to be easily scanned by an 
input device throughout their lifecycle. Affixing asset labels with barcodes or QR codes are a quick 
solution, but hardly ideal since they can be damaged, fall off, or become unreadable when exposed 
to bleach or solvents during decontamination. A compromised label is a compliance risk. 

Copies of Records
Part 11 compliance requires that all records are maintained, preserved and subject to inspection in 
accordance with specific predicate rules (e.g., §§ 211.180(c), (d), and 108.35(c)(3)(ii)). Part 11 also 
states that copies of your electronic records can be readily supplied by:

• Producing copies of records held in common portable formats when records are maintained in 
these formats; and

• “Using established automated conversion or export methods, where available, to make copies 
in a more common format (examples of such formats include, but are not limited to, PDF, 
XML, or SGML).”
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Record Retention
Part 11 requires that records be accurate and ready for retrieval during the record retention period. These records 
can be maintained on “non-electronic media such as microfilm, microfiche, and paper, or to a standard electronic 
file format…” All predicate rule requirements must still be met, and “the records themselves and any copies of the 
required records should preserve their content and meaning.” The guidance also envisions that a hybrid might 
work in which “paper and electronic record and signature components can co-exist.” Ultimately, the decision on 
how to maintain records based on the predicate rule requirements is left to the laboratory’s discretion. 

Data Governance
Data integrity, data security, data traceability, and data quality are important considerations. According to part 11, 
specifically:
 

• Data integrity would be assured by a validated system with the intelligence required to flag incomplete 
or questionable entries when they are made. The result of this is that records are uniform in format and 
consistently accurate. 

• Data security is another serious issue, especially for applications storing data in the Cloud. A system with 
data security would guard against hackers in much the same way that virus software guards against 
cyber threats. The security features would extend to the user level to ensure that only those authorized can 
access the system’s various parts. The permissions would include the ability to alter, hack, or steal the 
data.

 
• Data traceability speaks to the requirement for an audit trail. With traceability, an unbroken chain of 

information would exist for each pipette’s entire life cycle. Combining data integrity and data security 
features would facilitate compliance with part 11 regulations as part of the lab’s day-to-day operation.

• Data quality would be the result of the data integrity, data security, and data traceability features of 
the product. When done per ALCOA principles, it will mean that the lab follows the SOP and that the 
instruments used are the correct instruments, appropriately calibrated.

Summary
Regulated environments that are subject to FDA regulations are subject to stringent requirements for electronic 
records as detailed in 21 CFR Part 11. Key to compliance is the ability to capture and record information about 
each specific pipette. For organizations managing hundreds or thousands of pipettes across multiple labs or 
sites, adopting an automated pipette management system designed for compliance with part 11 will result in 
fewer manual entry errors and greater efficiency.
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