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 1. Introduction

The United States Food and Drug Administration (FDA) and the European Commission have both defined 
regulations for the conditions under which regulated companies can submit electronic records in lieu of paper 
 documents. These electronic records can replace paper records for submission, inspection, and for archiving 
purposes. These regulations define the measures that must be in place to ensure the integrity, trustworthiness 
and reliability of the electronic records.

The regulations define and require three types of controls:
1. Administrative controls, e.g. the definition of policies such as the identification of individuals and non- 

repudiation of electronic records.
2. Procedural controls, e.g. Standard Operating Procedures for using and maintaining the system.
3. Technical controls, e.g. functions built into the software such as security and access to the system as well as 

the audit trail

No instrument or software based system alone can be compliant. For compliance with the regulation all three of 
the above controls must be implemented. This document describes how LabX software can be used to achieve 
full  compliance and gives a brief overview of the features implemented in the software.

LabX is designed as a closed system under 21 CFR Part 11 and therefore section 11.30 (Controls for Open 
Systems) will not be covered because it is not applicable.

 2. The Regulations

21 CFR Part 11 (Electronic Record: Electronic Signatures final rule) defines criteria for acceptance by the FDA 
of electronic records and signatures on electronic records as equivalent to paper records and handwritten sig-
natures. It defines the criteria which electronic records and electronic signatures are considered trustworthy, 
 reliable, and equivalent to paper records and handwritten signatures. It requires FDA regulated industries to 
 implement controls, audit trails, validations, electronic signatures, and documentation of software systems 
 involved in processing electronic data.

Where 21 CFR Part 11 applies to the companies doing business with the USA, the European Commission has 
created for computerized systems the Annex 11 (computerized systems) to Volume 4 of GMP for the European 
market. Similar to the FDA regulation, Annex 11 applies to all forms of computerized systems used where GMP 
regulations apply. Annex 11 applies when computerized systems replace manual operations; there should be no 
resultant decrease in product quality, process control or quality assurance as well as no process related risks.

In the following pages, the regulations are listed followed at times by clarifying questions that a computerized 
system must answer and followed by the explanation of how LabX supports this specific compliance.

“The LabX software is a great tool for secure measurements and incorporates all 
security features stipulated by the FDA in the 21 CFR Part 11 regulations (electronic 
signature and audit trial).”

Bob McDowall, Director, R.D.McDowall Limited
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 3. FDA 21 CFR Part 11

  Subpart B — Electronic records

Controls for closed systems
Persons who use closed systems to create, modify, maintain or transmit electronic records shall employ pro-
cedures and controls designed to ensure the authenticity, integrity, and, when appropriate, the confidentiality of 
electronic records, and to ensure that the signer cannot readily repudiate the signed record as not genuine. Such 
procedures and controls shall include the following:

11.10 (a)  Validation of systems to ensure accuracy, reliability, consistent intended performance, and the 
ability to discern invalid or altered records.

 LabX Is the system validated to the company standards? 
METTLER TOLEDO has developed the software applications under the ISO 
9001 quality system. LabX Validation Manual 1 is available that describes 
the development process used by METTLER TOLEDO. This covers a 
description of the organization, the software development procedures 
and quality management of METTLER TOLEDO. In addition, there are 
Instrument Qualification and Operational Qualification protocols available 
for the system. The installation checker utility can be run at any time to 
generate a report of the system configuration e.g. software version, oper-
ating system, software patches, database version, and IP address.

It is the user / customer that has the overall responsibility for validation. 
LabX and METTLER TOLEDO support the customer in their validation processes. This process is made more effi-
cient for the lab in that the platform is validated and each individual workflow can be subject to a procedure to 
specify. The lab can build and validate the workflow independently of the platform validation.

Are modifications and alterations 
clearly discernible by the system 
user and auditor?
All modifications and alterations 
are marked and discernable. For 
further detail see below in section 
11.10(e).

All methods are stored together 
with their complete history. Any 
previous version of a method can 
be viewed and / or retrieved at any 
time.

LabX validation manuals

Modified results are marked

Method history
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 LabX  Can the system generate accurate and complete 
copies of records in both human readable and 
electronic form for inspection by the FDA?
All records are stored in a secure SQL database. 
Copies of electronic records can be produced by users 
with the appropriate security access. Records can be 
printed or exported as PDF files. Files can be auto-
matically exported to a specific directory on a write 
protected disk.

Does the Computer System 
generate copies of which the 
user has access to a particular 
resource e.g., file access, grants, 
permissions, etc.?
Access security settings in LabX 
determine the user accounts and 
user roles who can make elec-
tronic copies of electronic records.

21 CFR 
Part 11

11.10 (b)  The ability to generate accurate and complete copies of records in both human readable and 
electronic form suitable for inspection, review and copying by the agency. Persons should contact 
the agency if there are any questions regarding the ability of the agency to perform such review 
and copying of the electronic records.

Report generation with options to print or save 

User Management—User Rights
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LabX   Are all electronic records included in system 
backups? Can data generated from earlier software 
versions be retrieved from an archive and viewed in 
its entirety? 
All LabX records (methods, sample data, results, audit 
trail, user configurations) are stored in a SQL data-
base. This database can be backed up or archived 
manually or scheduled. Archived or backed up data-
bases can be viewed in the same user interface as 
the active database, as well as reports printed from 
this data. When a new version of the software is 
released an upgrade routine is run to enable data to 
be accessed with the new version. 

* It is recommended to align backup and archive procedures with 
internal company IT policies.

LabX   Does the system limit access to authorized 
individuals? Does the system ensure uniqueness of 
user names and passwords? Does each user have 
an individual account? Does the system have a 
password protected inactivity lock? Are safeguards 
in place to detect attempts at unauthorized use?
LabX enforces that each user has a unique identity and 
password. A check is made to ensure that all new user 
accounts are unique within the system. Predefined 
roles are supplied with each system and can be 
configured as well as adding an unlimited number of 
additional roles and users. Users set to inactive remain 
in the database and the identity cannot be duplicated. 
A configurable lock can be set on the instrument and 
the computer to lock the access to the system after 
a defined period of time. After a definable number of 
unsuccessful attempts a user can be locked out of the system.

* The computer must be located in a secure location and user passwords must not be shared.

21 CFR 
Part 11

11.10 (c)  Protection of records to enable their accurate and ready retrieval throughout the records retention 
period.

Database backup and archiving tool

Login dialog—example of locked screen 

21 CFR 
Part 11

11.10 (d)  Limiting system access to authorized individuals.
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LabX   Are there computer-generated (automatic) 
audit trails of all user actions? Are audit 
trail entries date stamped?
The audit trail covers all relevant human 
actions on the system, including every cre-
ation, modification or deletion of data. The 
audit trail has searchable, predefined, and 
configurable filters to display relevant infor-
mation. Time stamps with local time as well 
as UTC time are shown for every entry based 
on the database computer. The audit trail 
records both the full name of the user and 
the user identity used by each individual log 
on. Values, time stamps, user names, and 
passwords are all shown in the audit trail with 
all changes as well as original information, 
including a historical access to all versions of 
certain objects. By using filters within the audit 
trail as well as task reports specific entries 
on a specific record can be easily found and 
viewed on screen as well as printed or stored 
in an unalterable format. There is no access 
to turn off or to modify the audit trail entries in 
the database. The audit trail is located sepa-
rate from the record itself but located in the 
application database. A record of all human 
interaction with the system in combination 
with the system initiated events is listed both in 
the audit trail and the task reports. This shows 
at every state “who did what and when”.

21 CFR 
Part 11

11.10 (e)  Use of secure, computer-generated, time-stamped audit trails to independently record the date and  
time of operator entries and actions that create, modify, or delete electronic records. Record 
changes shall not obscure previously recorded information. Such audit trail documentation shall be 
retained for a period at least as long as that required for the subject electronic records and shall be 
available for agency review and copying.

Audit Trail

Task Report — task history and all users interacting with the task
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LabX   If the sequence of system steps or events is 
important in a process, is this enforced by 
the system?
Sample analysis is performed in the appro-
priate sequence as specified in verified user 
defined methods. A workflow can be associ-
ated with a defined instrument attached to the 
system (e.g. a balance with the appropriate 
operational mass range for the method). The 
workflow ensures that the analysis is com-
pleted in the correct sequence. Workflows can 
be linked to e-mail so that other users can be 
informed about progress or alerted if there are 
potential problems. SOPs can be incorporated 
and when a procedure is run, the steps of the 
procedure appear on the screen to ensure that 
the procedure is executed correctly. Further, 
the electronic signature of records can be 
defined to occur in the required sequence.

 LabX   Does the software require entry of a 
separate user ID and password, in addition 
to that required by the operating system? 
Are modifications / deletions to data always 
performed through the application control?
LabX has its own security and access control. 
Every user must be authorized to perform each 
task based on user rights

 

21 CFR 
Part 11

11.10 (f) Use of operational checks to enforce permitted sequence of steps and events, as appropriate.

Signature Policies

21 CFR 
Part 11

11.10 (g)  Use of authority checks to ensure that only authorized individuals can use the system, 
electronically sign a record, access the operation or computer system input or output device, 
alter a record, or perform the operation at hand.

User Management
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 LabX   Are device checks to determine validity of 
the source of input or operation designed and 
implemented in the system? (E.g. an application 
indicating that data input is derived from a 
particular device, should identify the device or only 
allow data entry from that device).
LabX confirms the identity of an instrument and can 
verify if this instrument is able to run the specific method. 
If a specific instrument is specified in the workflow LabX 
can stop the analysis if the correct instrument is not 
used. Additionally the resources attached to the instru-
ment can be determined and inform if it can be used or 
is in need of recalibration or other maintenance.

LabX   Has it been documented that the following persons have the education, training, and experience to perform 
their assigned tasks: Developers of the computerized system, external and internal maintainers?
METTLER TOLEDO staff has attended and has documentation on training courses taken externally as well as 
given internally on 21 CFR Part 11. The LabX assessment paper on 21 CFR Part 11 is presented and discussed 
during training as well as available on demand externally.

* The end user company needs to document the training of its users.

Signature manifestations

LabX   The name of the user as well as the date and time of 
the signature is recorded in the signed record as well 
as the audit trail. A comment field is available and 
can be enforced for the user to add the reason for the 
signature. Both predefined and user defined meanings 
can be added to the signature.

21 CFR 
Part 11

11.10 (h)  Use of device (e.g. terminal) checks to determine, as appropriate, the validity of the source of data 
input or operational instruction.

Verification of instrument suitability 

21 CFR 
Part 11

11.10 (i)  Determination that persons who develop, maintain, or use electronic record / electronic signature 
systems have the education, training, and experience to perform their assigned tasks.

21 CFR 
Part 11

11.50 (a)  Signed electronic records shall contain information associated with the signing that clearly 
indicates all of the following: 
(1) The printed name of the signer; 
(2) The date and time when the signature was executed; and 
(3)  The meaning (such as review, approval, responsibility, or authorship) associated with the 

signature.

Signing of a result
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LabX   Are all items in the signature manifestation subject 
to the same controls as for electronic records? Is 
there the ability to revoke an electronic signature?
Electronic signatures are configurable within the 
LabX software and can be set to none, review or 
review / approve with predefined reasons for signing. 
Access to this is based on the users’ privileges to sign 
electronic records. Signature information is available as 
part of the electronic record. The functionality to revoke 
or remove and electronic signature is recorded in the 
audit trail and given only to authorized individuals.

Signature / record linking

LabX   Does the system identify whether a record has been modified after application of the electronic signature, 
and require a new signature?
Electronic signatures are stored as an integral part of the data record in the secure database and cannot be excised, 
copied, or otherwise transferred to falsify an electronic record. The database ensures that electronic signatures 
are linked to the appropriate electronic records. LabX supports the ability to revoke an electronic signature if fur-
ther analysis warrants this; audit trail entries indicate the revocation of a signature, time, and user responsible. All 
electronic signatures and electronic records are shown on the results and reports. These can be viewed both in the 
LabX application and in reports. None of this can be removed or altered by use of tools like text editors because 
the linkage is automatic within the database. If the process of the lab is to not use electronic signatures, a printed 
report can be hand-signed because the printed report links back to the electronic records in the database.

21 CFR 
Part 11

11.50 (b)  The items identified in paragraphs (a) (1), (a) (2), and (a) (3) of this section shall be subject to 
the  same controls as for electronic records and shall be included in human readable form of the 
electronic record (such as electronic display or printout).

Audit Trail of revoked signature

21 CFR 
Part 11

11.70   Electronic records and handwritten signatures executed to electronic records shall be linked to their 
respective electronic records to ensure that the signatures cannot be excised, copied, or otherwise 
transferred to falsify an electronic record by ordinary means.
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  Subpart C — Electronic Signatures

General requirements

LabX   The electronic signature in LabX is 
composed of two components, a 
unique User ID and a password. 
User IDs cannot be duplicated in 
the system. In addition, if a user is 
removed from the system, the User 
ID remains stored in the database 
and cannot be reused.

* See further detail under 11.300(a).

Electronic signature components and controls

General requirements

LabX   With LabX the user is required to 
enter both User ID and password 
for signing records. As a further 
protection the system can be 
configured such that the system is 
locked when no activity by the user 
is detected for a defined period of 
time.

Points (2) and (3) above are procedural controls which METTLER TOLEDO recommends the customer to imple-
ment. Since the login User ID is unique, the only way that one individual can login using another person’s User 
ID and password is if this information is shared between the two individuals. The LabX system administrator  
has access to all User IDs but user passwords are not human readable. This would require collaboration 
between the administrator and user.

21 CFR 
Part 11

11.100 (a)  Each electronic signature shall be unique to one individual and shall not be reused by, or 
reassigned to, anyone else.

Attempt to duplicate a User ID

21 CFR 
Part 11

11.200  (a) Electronic signatures that are not based on biometrics shall:  
(1) Employ at least two distinct components such as an identification code and

(i) When an individual executes a series of signings during a single, continuous period 
of controlled  access, the first signing shall be executed using all electronic signature 
components; that is only executable by, and designed to be used only by, the individual. 
(ii) When an individual executes one or more signings not performed during a single, 
continuous period of controlled system access, each signing shall be executed using all of the 
electronic signature  components.

User name and password requirements enabled

21 CFR 
Part 11

11.200 (a)  Electronic signatures that are not based on biometrics shall: 
(2) Be used only by their genuine owners; and 
(3) Be administered and executed to ensure that attempted use of an individual’s electronic 
signature by anyone other than its genuine owner requires collaboration of two or more 
individuals
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 Controls for identification codes / passwords

 LabX   Does the system keep all 
password details confidential, 
so that they are not available to 
any system user, including the 
Administrator?
LabX has a technical control that 
does not allow the use of duplicate 
User IDs ensuring that all combina-
tions of User ID and password are 
unique. Passwords are encrypted 
and kept confidential from all users 
including the system administrator.

LabX   Multiple user account policies are 
optionally available:
• Hide the names of users that 

have logged on to the system. 
• Lock a user account if too many 

incorrect attempts have been 
made to enter the password.

• Set an expiry period for pass-
words. 

• Set a minimum password length. 
• Define a password history to 

ensure that the same password 
is not reused within a  defined 
period of time.Force complex 
passwords that must contain let-
ters, numbers and symbols.

• Define words that cannot be part 
of a password.

21 CFR 
Part 11

11.300  Persons who use electronic signatures based upon use of identification codes in combination with 
passwords shall employ controls to ensure their security and integrity. Such controls shall include: 
(a) Maintaining the uniqueness of each combined identification code and password, such that no 
two individuals have the same combination of identification code and password.

Passwords hidden from Administrator

21 CFR 
Part 11

11.300 (b)  Ensuring that identification code and password issuances are periodically checked, recalled or  
revised (e.g. to cover such events as password aging).

Password policies
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LabX   In LabX, a system administrator 
can disable an account or reset a 
user password which requires the 
user to change the password on 
next login. In addition, it is also 
possible for users to change their 
own password.

LabX   The LabX system administrator 
can define a maximum number of 
incorrect login attempts. Once this 
is exceeded, the user account is 
automatically disabled. The LabX 
audit trail records all successful 
and unsuccessful login attempts 
as well as the automatic disabling 
of an account. When the system 
administrator logs in there is 
highlighted information indicating 
the security alert on the screen. 
A procedural SOP is required for 
handling security alerts.

21 CFR 
Part 11

11.300 (c)  Following loss management procedures to electronically deauthorize lost, stolen, missing, 
or otherwise potentially compromised tokens, cards, and other devices that bear or generate 
identification code or password information, and to issue temporary or permanent replacements 
using suitable, rigorous controls.

Disabling an account and changing the user password

21 CFR 
Part 11

11.300 (d)  Use of transaction safeguards to prevent unauthorized use of passwords and / or identification 
codes, and to detect and report in an immediate and urgent manner any attempts at 
their unauthorized use to the system security unit, and, as appropriate, to organizational 
management.

Automatic disabling of account
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 4. EU GMP Annex 11

6. Accuracy Checks

 LabX   What checks are there on the accuracy of data 
 entered manually into the system?
LabX allows a user to define default entries for some 
functions, e.g. audit trail reasons for change or signing 
reasons, to help manual entry of data into the sys-
tem. This will not prevent wrong entries if an incorrect 
default entry is selected but it reduces the error. One or 
more required signatures can be assigned to methods, 
reports, results and many other items. Assessment 
and documentation as part of the procedure should be 
in place at the time of system validation.

8. Printouts

 LabX   Printing as well as storing .pdf reports are available for all results, audit 
trail and task reports both from the active database and backup or archived 
databases. This function should be included in the validation of LabX: a 
requirement should specify this and it should be tested as part of the user 
acceptance tests or PQ phase of the life cycle.

EU 
Annex
11

For critical data entered manually, there should be an additional check on the accuracy of the data. This 
check may be done by a second operator or by validated electronic means. The criticality and the potential 
consequences of erroneous or incorrectly entered data to a system should be covered by risk management.

Default entries and signature requirements

EU 
Annex
11

8.1 It should be possible to obtain clear printed copies of electronically stored data.

Data folder structure
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 LabX   This can be achieved in two ways:  
1. The analysis report can be configured to show if 
data have been changed.  
2. Examination of the audit trail for an analysis will 
indicate if data have been changed and this can be 
printed.

9. Audit Trails

 LabX   LabX has an effective and secure audit trail to meet 
GXP requirements. There is a field for a user to add 
the reason for change. This can be pre-populated as 
part of the configuration so that typing can be avoided 
and only an appropriate reason for change is selected. 
Throughout the system including the audit trail users 
have the ability to search for events and records and 
output the information to the screen, print, or convert to 
a PDF file. Filtering entries and creating task and audit 
trail reports helps with the audit trail review process.

EU 
Annex
11

8.2 For records supporting batch release it should be possible to generate printouts indicating if any of the 
data has been changed since the original entry

Modifications indicated on reports

EU 
Annex
11

Consideration should be given, based on a risk assessment, to building into the system the creation of a 
record of all GMP-relevant changes and deletions (a system generated “audit trail”). For change or deletion 
of GMP-relevant data the reason should be documented. Audit trails need to be available and convertible to 
a generally intelligible form and regularly reviewed

Selection of predefined comments
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12. Security

 LabX   Initial access is via user name and password. 
The user identity is linked to further access control 
mechanisms that define user groups and user types 
each with configurable access privileges.

14. Electronic Signature

LabX has the technical controls to apply electronic sig-
natures (via user identity and password) to electronic 
records. Reasons for signing are configurable and 
should be documented in the validation documenta-
tion. Technical controls are available to enforce appro-
priate role of signer and require difference between 1st 
and 2nd signer.

EU 
Annex
11

Physical and / or logical controls should be in place to restrict access to computerized system to authorized 
persons. Suitable methods of preventing unauthorized entry to the system may include the use of keys, 
pass cards, personal codes with passwords, biometrics, restricted access to computer equipment and data 
storage areas.

System login with fingerprint recognition

EU 
Annex
11

Electronic records may be signed electronically. Electronic signatures are expected to: 
a. have the same impact as hand-written signatures within the boundaries of the company, 
b. be permanently linked to their respective record, 
c. include the time and date that they were applied

Electronic signature with predefined comments
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 5. Summary

21CFR Part 11 and EU Annex 11 are complex regulations, requiring technical, administrative and procedural con-
trols to be implemented to ensure compliance. LabX has all the technical controls implemented making it compli-
ance ready to support the lab in regulation compliance. The LabX system, together with the validation products 
and services offered by METTLER TOLEDO take you most of the way. With only a few administrative  
and procedural controls compliance is assured.


